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B nlocTosHHO pa3BuBarollemMca Mupe Mutepueta Beet (loT) yMHbIe po3eTKH CTasIM He3aMeCHHMBbIMH 
ycTpolicTBaMH, KOTOpbie IpeoOAOMeBaloT pa3pbIB MEK TY TpayqMWMOHHbIMU TpHOopaMu HW B3aH4MOCBA3AHHBIM 
OYAYUIMM. OTH HeIpUTA3aTeIbHbIe TayPKeTbI MOTYT BBITIATeCTb KaK OOBIYHbIC PO3CTKH, HO OHM OCHALIeHEI 
MHO2%KCCTBOM TeXHH4YCCKHX HW MporpaMMHbIxX (yHKUH, KOTOpble MOryT W3MCHHTb TO, KaK MBI 
B3aHMOJeHCTByeM C HalIMMV JOMaMH H ycTpolicTBaMmu. B 9TOM CTaTbe MBI yrLyYOUMCA B yBJIeKaTeJIBHbIM MUP 
YMHBIX PO3CTOK, HCCIIeyeM UX aJITOPHTMbI HacTpoMKH MW paOOTbI YMHBIX pO3eTOK HM UX MporpaMMHoe 
oOecrieyeHHe, KOTOPOe eIaeT UX 0-HaCTOAMeMy MHTeJVIeKTyasIbHBIMH. 
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IIpexye 4eM MbI Ha4uHéM TOBOPHTb O TIporpaMMHOM oOOecrieyeHHM HU asIrOpHTMax, aBaiiTe 
pa30epeMca, 4TO TakOe yMHBIe po3eTKH (puic.1) 4 Kak OHM (PyYHKUMOHUpyIoT. 


Uro Takoe yMHbIe po3eTKH? YMHbIe pO3eTKH MpeycTaBIAKOT coOoM 9eKTpHyecKHe pO3eTKH, 
OCHAaIL[eHHble TEXHOJIO“MeH, KOTOPad MO3BOIIAeT HM MOAKIIOYaTBCA K MutTepHety WIM JOKasIbHOU ceTu. Tako 
BU MOAKIIOUCHHA MO3BOJIACT yIpaBIATb HM ABTOMATH3UpOBaTb YCTPOMCTBa, MOKIIOUCHHbIe K PO3eTKe 
yaaleHHo. Bal MoxKeTe BKIHOUaTh VM BbIKIFOUaTh MpHOOpbI, WIaHApOBaTb OlepallMH HM KOHTPOJIMpOBaTb 
ToTpeOsleHHe 9HEPrHu CO CBOHX CMapTMOHOB WJM APYrux yCTpOHcTs. 

KuroueBbie KOMIOHEHTHI: 

Muxpoxontposiep: Mos3r yMHoit po3eTKH, OTBeUaIOLHi 3a OOpaOoTKy KOMAaH JH yiIpaBsIeHe CBA3bIO 
C ApyruMu ycTpoiicTBamu. B cBoéM ycTpolictBe 4 HCHOb3yIO MAKPOKOHTpoep ESP8266-01. (puc.2.) 


Pucynox 2. Muxpoxoumpoanep ESP8266-01. 


Pene: Ilepekmrouatemb, KOTOpbI yipaBaeT MOMauei WHTaHHA Ha poseTKy, OOecrieuHBad (PyHKIHIO 
yasIeHHOTO BKJIIOUCHHA/BEIKIIIOUCHHA. 

Mogynb Wi-Fi: oOsergaeT ceTeBoe NOAKIIOUeHHe IA CBA3H C MOJIb30BaTeIeM HM JpyruMu 
MHTCJWICKTYaIbHbIMH YCTPOHMCTBaMH. 


Tlomb30BaTeIbCKHH HHTepdelic: OOBIHHO MpeOcTaBsJIAeTCA Yepe3 MOOMJIbHOe TIpWJIO%xKeHNe MIN BeO- 
nuutepdelic, NO3BOIAA MOJIb30BaTeIAM HACTpanBaTb UM yIpaBIATb YMHOM po3eTKoH. 

AJITOpHTMBI yiipaBsIeHHsl YMHbIMH po3seTKaMH 

1. Hanynasn3anna W HacTpoiKa: 
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IIpowecc HayMHaeTca C MHMMMaIN3all[MH yYMHOM po3eTKH, rye OHa NoAKIOYaeTcA K ceTH Wi-Fi. 
AJsIrOpTM BKJIFOYAaeT B CeOs Marv 10 HaCTpOlKe KaHasIOB CBA3M HW MpOTOKOIIOB, HEOOXOAMMBIX JIA TIpHema u 
oOpadoTKH KoMaHy (puc.3). 


Tlic 


[IpHcBoecHHe 


[P= (DEC 


PucyHok 3. AropHuTM HHMIHaIM3alH HW HaCTpOHKH YMHBIX pO3seTOK. 


AsIropHTM HHHIMaIM3alWH WM HaCTpOMKM ABIIAeTCA BaxkHeiMiei YacTbIO paOOTbI YMHOM po3eTKH, 
TOCKOJIBKY OH HOAOTaBIMBaeT YCTpOMCTBO K MHTerpallMH B Ce€Tb YMHOTO OMa. YcreWIHbIM mpolecc 
HHMUMaIv3alun UW HAaCTpOMKU rapaHTUpyeT, ATO MOb30BaTeIM MOryT OecripelATCTBCHHO yiIpaBJIATb CBOMMU 
ycTpolicTBaMH HM ONTHMH3HpOBaTb 9HepronoTpedseHHe, HaclaKTaich IPH ITOM yAOOCTBOM HU THOKOCTBIO, 
lipeqylaraeMbIMH THM ycTpoiicTBamu MutTepueta Been. 

2. AyTeHTHuKaHA UH Oe30NacHocTL: 

Be3omacHocTb HMeeT TlepBocTeneHHoe 3HayeHHe B oT. ANropuTMbI JOJDKHbI BKJIIOUAaTb MCXAHH3MBI 
IIPOBEPKH NOJVIMHHOCTH MOJIb3OBaTeeH, rapaHTHpyA, YTO TOJIbKO aBTOPH30BaHHbIe MOJIb30BaTeJIM MOTYT 
ylpaBiatb po3etKol. Mepsr Oe30macHocTH, Take Kak 3allMpoBaHHasd CBA3b HM Oe30MacHoe yiipaBsleHHe 
JOCTYTIOM, ABJIAIOTCA HEOTBEMJICMBIMH. 

AsIropuTM ayTeHTHdukalnu U Oe30MacHOCcTH JIA YMHBIX pO3CTOK 

- AYTCHTUMUKALMA MOUb30BaTCIA: KOF 1a MOUb30BaTCIIb MbITACTCA YUPaBIATb YMHOM poO3eTKOM, OH 
WOJDKeH TIpouTH ayTeHTH@uKaWMIO. OTO Takve yYeTHbIe JaHHbIe, KOTOPbie OOBIMHO COCTOAT H3 HMeHH 
MOJIb8OBAaTCIA H MapOsA. ITH YACTHBIe JaHHble BBOAATCA Yepe3 MOOMIBHOE IpHIO*KeHue HIM BeO-uHTepdeiic. 


© 2023, CAJMTCS | CENTRAL ASIAN STUDIES www.centralasianstudies.org ISSN: 2660-5309 | 64 


CENTRAL ASIAN JOURNAL OF MATHEMATICAL THEORY AND COMPUTER SCIENCES _ Vol: 04 Issue: 12 | Dec 2023 


- [Ipopepka yueTHBIX Ja@HHBbIX: aIrOPHTM CBepsAeT MIpeAOCTaBJICHHble YACTHbIe JaHHble C COXxpaHeHHoli 
6a30i JaHHBbIX aBTOPH30BaHHBIX MOb30BaTeNeH. Ec UMA MOb30BAaTeIA HM WapOlIb COBMAalOT C 3alHCbIO B 
6a3e JaHHBbIX, MOJIb30BaTeIIO MIpeAOCTaBIIAeTCA JOCTYM. 

- OOmeH kiHOYaMH WupoBanud: Mocwe ayreHTupukalMn OUb30BaTeIA YMHad po3eTKa HU 
TIOJIb3O0BaTeJIbCKHH WHTepdeiic BcTyMaloT B Oe30MacHbIli OOMeH aHHbIMM, COFIaCOBbIBaIOT KJIFOU 
wMdpoBanna, KOTOpbI OyAeT MCMOL30BAaTLCA JIA LIMPpPOBAaHHA HU PacluM@poBKU aHHBIX B MIpoecce cBA3H. 

- YcTaHoBsIeHHe Oe30MacHO CBA3H: aJITOPHTM ycTaHaBJIMBaeT 3all[MU[CHHbIM KaHall CBA3H MexK]y 
IIOJIbB30BaTeJIbBCKUM HHTepeiicom (HalipHMep, MOOMJIBHBIM IIpHIOxKeHHeM) H YMHOM po3eTKoH. K HanOosee 
YacTO MCIOJIb3YeMbIM IIpOTOKosIaM Oe30racHocTH oTHOcATCA HTTPS (a4 BeO-uHTepdelicos) umm MQTT c 
TLS/SSL (a4 cpa3u IoT). 

- Iudpopanne WaHHEIx: Bce JaHHble, KOTOPbIMH OOMCHUBAIOTCA MOJIb3OBATeEIBCKHM HHTepdelic u 
YMHad po3eTKa, WHpylOTcaA C UCIIOUb30BaHHeM 3apaHee coracoBaHHoro K1O4Ua WHMdpoBanua. Takoe 
wiudpoBpanve rapaHTupyeT, 4TO mOObIe TepexBayeHHble JaHHble OCTaHyTCA He4YHTAaeMbIMU 6e3 KIOWA 
emu poBanna. 

- YpoBHH aBTOpH3alHH: YMHBbIe pO3eTKH MOA epxXKUBAIOT pa3HbIe ypOBHU aBTopu3alHu. AropuTM 
Ha3HayaeT KaxKOMY MOJIb30BATECIIO OMpeeIeCHHbIM ypOBeHb JOCTylma Ha OCHOBe erO y4eTHBIX JaHHBIX. 
YpoBHu aBTOpH3al[MH MOTyT BKIOUaATb MOJHbIM KOHTPOJIb, WOCTYM TOKO Id AYTeHHA WIM WOCTyM K 
onpeseseHHbIM PYHKIUMAM. 

- YipaByleHve CeCCHAMH: aITOPHTM yipaBsIAeT MOMb3OBATCILCKHMH CCECCHAMH, UTOOKI OTCIICKUBATb 
aKTHBHBbIe CoeyqMHeHHA. CeaHcbl MOryT HMECTb lipesOMpeyeeHHbIM TaiM-ayT JIA ABTOMATHYECKOLO BEIXOa 
I1OJIb80BaTesel M3 CHCTeMBI Tocue HepHota Oe3qelicTBHA. 

- 3aljuta OT MepeOopa: Wid WpeqOTBpaleHHA MOMbITOK HeCAaHKIMOHUPOBaHHOTO JOCTyMa asIrOpHT™M 
BKIHOUaeT MeXaHH3MbIl OFpaHHueHHA KOJIMYeCTBA TIOMbITOK BxOJa B cucTemy. Ilocme onpeyeueHHoro 
KOJIM4eCTBA HeYa4HbIX MOMbITOK BXOJla B CHCTEMY MOJIb3OBaTeJIb BPEMCHHO OOKUpyeTcaA. 

- Beyenne 2kypHasia: yMHad po3eTKa peructpuipyeT BCe MOMbITKH BXOJja B CHCTeMy H B3aMMOJeicTBHA 
C MOJIb30BaTeJIEM. 

- OOnoBeHHA MpommMBKU UM Oes0MacHOCTH: Oe30MaCHOCTh ABJIAeTCA MOCTOAHHOM TpoOsemo;. 
AsIrOpuTM JOJDKeH MO epxKUBaTb OecriepeOoliHy10 AOcTaBky OOHOBJeHH BcTpoeHHoro IO wa yorpanenua 
yA3BUMOCTeH Oe30macHocTH. 

- J[ByxdaktopHas ayreHTudukanna (2FA): 21a TOMOUHUTebHOrO ypOBHA Oe30MacHOCTH asIrOpHT™M 
MOXKeT MHOWepxKUBaTb AByxXdakTopHyro ayTenTuduKaunio (2FA). [lonb30BaTemb nosyuaeT OAHOpa30BbIit 
KOZ 10 9JIEKTPOHHOH Moute, SMS win B IpHOKeHHH IA ayTeHTHPUKALMU, KOTOPbIi OH JOJDKeH BBECTH B 
IIpoljecce BXOJla B CHCTeMy. 

- YylaneHHad JeakTHBallHA: B Clly4ae yrepu WIM KpaxkU YCTPOMCTBa MOJb3OBAaTeIIb MOXKECT yalleHHo 
OTKIIIOUMTB + YMHYIO pO3eTKY 4epe3 MOb30BaTebCKHH uHTepdeiic. OTO mpexOTBpalaer 
HeCaHKUMOHMpOBaHHbIit JOCTYI HW KOHTPOIIb. 

- CkBo3HOe WHpoBanuve: B Tex Cily4adx, KOra yMHad po3eTKa HallpaAMy!O B3aHMOJeiCTBYyeT C 
UPyruMU ycTpolicTBaMu, CKBO3HOe WMdpoBaHHe rapaHTupyeT, YTO TaHHble OCTalOTCA B Oe30MaCHOCTH OT 
Hayasla JO KOHIMa, Jake Oe3 MpOxo*KTeHHA Yepe3 LCHTPaIbHbI CepBep. 

AsIropuHTM ayTeHTHuKalMu HU Oe30MacHOCcTH ABJIAeTCA CPYHAAMCHTAIbHBIM KOMIOHCHTOM paOoTEI 
YMHOM po3eTKH, 3alMIad Kak MOJIb30BaTeIbCKHe JaHHble, TaK HW IeIOCTHOCTb CcaMux ycTpolicTB. Peamm3ya 
HajleKHbIe MeXaHH3MbI ayTeHTHUuKalHH UW WIMPpoOBaHHA, WMHTeIVIeKTyaIbHbIe po3eTKH OOecIIedHBaIOT 
IIOJIbB830BaTeJIAM YBePCHHOCTb B TOM, 4TO UX TOAKIIOYCHHbIC YyCTpOMCTBa  3all[MU[eHbI OT 
HeCaHKUMOHMpOBaHHOro JOCTyMa HW yTeuKH JaHHBIX. 
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3. Hporokos cBa3n: 

Uerko OnpeyesIeCHHbIM MpOTOKOI CBA3H MMeeT pelllarolee 3HAaYeHHe WIA OTMpPaBKH UM MOyIeHHA 
KoMaHy. K pactipoctpaHeHHbIM poToKosiam oTHocatca HTTP, MQTT usm WebSocket. YMuas po3erKka 
IIPOCJIYINMBAeT BXOTAMHe KOMAHJbI M3 MOIb3O0BaTeIbCKOrO HHTepdelica. 

Be3ycIOBHO, aITOpHTM KOMMYHUKalMOHHOTO MpOTOKOJIa ABJIACTCA KPHTHUCCKM BaXKHbIM aCIIeKTOM 
paOoTbI YMHOM po3eTKH, MOCKOJIbKy OH OlpeeuaeT, KaK YCTPOMCTBO OTIpaBIAeT H MOJyYaeT KOMAHJBI U 
yaHHbie. PaccMOTpyM 3STOT aIrOpHTM MoApodHee: 

AsIrOpHTM IIpOTOKOJIa CBA3H JIA YMHBIX PO3eTOK 

- BeiOop mpoTokosa: aliropHTM HayHHaetTca C BbIOOPa IIPOTOKOJIA CBA3H, KOTOPbI yYMHad po3eTKa 
OyeT HCHOb30BaTb JIA OOMeHAa JAHHBIMM HM KOMaH amu. 

K HanOosee 4acTO HCIOb3YeMbIM IpoTOKONIaM oTHOcATcA HTTP, MQTT (tpancnopr tesemetpun 
ouvepesu coobujeHnit), CoAP (mporokosl orpaHH4eHHErx mpuso%*KeHuM) “IH WebSocket. 

- YctTaHoBlIeHve CBa3H: yMHad po3eTKa MHWMaIM3upyeT coeqHHeHHe C MOJIb30BaTeIbCKHM 
HHTepPelicom (OOBI4HO MOOHJIBHBIM IIpHJIOx%KeHHeM WIM BeO-HHTepdelicom) WIM ApyruMu ycCTpocTBaMH B 
ceTH. JI BeO-cBa3M 3TO YacTO BKJIFOUaeT B CeOs BLINIOMHeHHe HTTP-3anpoca K BbIesIeHHOMY CepBepy. 

- Cnenudukayua dopMata JaHHBIX: asITOpHTM olpeyeuaeT MPOpMaT JaHHbIX, KOTOPbIMH OyyeT 
OCYIeCTBIIATBCA OOMCH. OTO BKIHOYAeT B CeO CIPyKTypy KOMaHJ, OOHOBJICHHA COCTOAHHA UM jHOOBIe 
JOTMOJHUTCIIBHBIC MOA JAHHBIX. 

- YiipapieHve KOMaHJaMH: KOTyja yMHad po3eTKa MojlyuaeT KOMAHY OT MOJIb30BaTeIbCKOTO 
uuTepdeiica, allrOpuTM aHasIM3upyeT KOMAaH/LY, H3BJIeKad COOTBETCTBYIOLIYIO HH@opMant1o. KoMaHyja MOxKeT 
BKIHOUaTb B CeOd TAKHe MHCTPYKUHH, KaK «BKIIOUMTS PO3eTKy» WIM «YCTaHOBNT paciiucaHue padvoTeD». 

- OTueTbI 0 cTaTyce: yMHad po3eTKa MepHoqM4ecKH OTIpaBAeT OOHOBJICHHA COCTOAHUA B 
IIOJIb30BaTeIbCKUM HHTepPeric, aroObl HHPOPMUPOBaTs ero O TEKYI[CEM COCTOAHHMM YCTpoHcTBa. 

- udposanne u Oe30MmacHOocTb JaHHBbIXx: BCe JaHHBIe, MepeqaBaeMble 0 KaHasly CBa3H, WIMdpyroTca 
juia OOectiedeHuA Oe3onacHocTH WaHHBEIXx. LWuppoBanue JocTuraetca Cc MOMOMI[bIO TAKHX MeXaHH3MOB, KaK 
HTTPS, MQTT c TLS/SSL usm apyrux Oe30acHbIx TpaHCIOPTHBIX MPOTOKOJIOB. 

- Kayectso oOciryxuBaHua (QoS): Wa TakHx TpoToKo0B, Kak MQTT, anropuTM MoxeT 3aaBaTb 
ypOBeHb KayecTBa OOCIWKUNBAHHA, KOTOPHIM ONpeesAeT, HACKOJIBKO HaexKHO JOCTaBIIAeTCA COOOMIeHHE. 

IIlapametpsr QoS: 0 (He Oomee onHOrO pa3a), | (110 KpaiiHeli Mepe, ONMH pa3) u 2 (pOBHO OHH pa3). 

- BpmomHeHuve KOMAaHJbI: Wocue TouyaeHHa MW OOpadoTKH KOMAHbI aJITOPHTM BbITOJIHACT 
COOTBETCTBYFOLee eHCTBHE. 

- OOpabotka ommOoK: WIA pellieHua TpoOIeM CO CBA3bIO MCIIOJIb3yIOTCA HalexKHbIe MCXaHH3MBI 
oOpaboTKH ommmMOo0K. STO BKIIOUAeT B CeOA OOPaOOTKy COoeB CeTH, OTKIOUCHHM yCTpOCcTB HIM OLIMOOK B 
oOpadoTKe komaHy. OmmmOKH perucTpupyroTca UH, pH HeEOOXOMMOCTH, MepeatoTca B MOJb30BaTeJIbCKHH 
HuuTepelic Wa HHPOpMUpPOBAHHA MOJIb3OBAaTeIIA HM JHarHOCTHKH. 

- TlyOnmkaua u nogmucka (Pub/Sub): a1 HeKOTOpBIX KOMMYHHKAalMOHHBIX IIPOTOKOJIOB, TAKHX Kak 
MQTT, peamm30BaHa MOjJeuIb TyOMKAalMH-T10 AMHCKH. 

- AyTeHTudukalua W aBTOpH3allMa: alIrOpuTM MpoTOKOIa TapaHTMpyeT, 4TO MOIb30BaTeIIb 
ayTCHTHPUUMPOBAaH HW aBTOPH30BaH JIA OTIPAaBKH KOMAHJ, YMHOM po3eTKH. OTOT ypoBeHb Oes0macHocTu 
IIpeqOTBpalljaeT HeCAaHKIMOHMpOBaHHBIi JOCTYyI H KOHTPOJIb. 

- MexaHu3m pearupoBaHna: MOcie BEITIOHCHHUA KOMaHJbI YMHad PO3CTKA MOXKECT OTMPAaBUTb OTBET B 
TIOJIb80BaTeIbCKUM WHTepPelic, TOOL! NOATBePAMTb, YTO AelicTBue BbIMOJHeHO ycriewiHoO. OTBeTHbIe 
COOOLICHHA TaKoKe MOTYT COJep2KaTb OOHOBJICHHA COCTOAHUA, OTPaxarolve TeKylee COCTOAHMe yCTpocTBa. 
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- COBMeCTHMOCTb UH HHTerpallua: JIA MATerpal{Hu B Oosee LIMpOKy!o CHCTeMy YMHOTO JJOMa asIrOopHTM 
YYHTbIBACT COBMCCTHMOCTh C APyrMMM ycTpolicTBaMu HM TlaTpopMaMH, UpvepxKuBaACh UX CTaHJapTOB 
cBa3H MW API. 

AJIFOpHTM IIpoTOKOJIa CBA3H (OpMUpyeT OCHOBY B3aMMOJeHCTBHA Me%KY YMHOM po3seTKOH u 
TIOJIbB30BaTeJIbCKUM HHTepdeiicoM WIM APyrMMH MOAKIOUCHHBIMH ycTpoiicTBaMu. Dro obecrieunBaeT 
Oe30racHy!o Tepeyqauy KOMaH], TOUHOe cooOMeHHe 0 COCTOAHHM PO3eTKH, a TakKxKe HajexKHOe HM yqOOHOe 
ylipaBsieHHe yCTpoiicTBaMH 43 JOO TOUKH Mupa. BaiOop IpoTOKOJIa MOXKeT BAaPbUpOBATbCA B 3ABHCHMOCTH 
OT TaKHXx (PakTOPOB, Kak TpeOoBaHHA K 3aJjepxKKe, CeTeBbIe OrpaHH4enuA U CoOOpaxeHuA Oe3s0macHocTH. 


4. Ily1bT (ucTaHWHOHHOrO ynpaBleHHuaA: 

AJIFOpHTMBI JOJDKHI MO3BOJIAT yasIeHHoe yupaBJIeHHe YMHOM poO3eTKOM Yepe3 MOb3OBaTeIbCKHH 
uutepdetic. Homb30BaTemw MOryT OTMpaBIATb KOMAHJIbI [VIA BKIIOUCHHA VIM BbIKIIIOUCHHA PO3CTKH, 
3a]aBaTb paciiMcaHHA WIM yKa3bIBaTb MIpOOJDKUTeIbHOCTb paoorsl. 

AsIropuTM JMCTaHUMOHHOTO yipaBsIeHHA YMHbIMV po3seTKaMU 

- Jlomb30BaTeIbcKHH BBO: asITOpHTM HayWHaeTcA C MOb30BATeIBCKOrO BBOJa, OOBIMHO 
MHULUMUpyeMoro Yepe3 MOOMIbHOe TIpHIOxKeHHe WIM BeO-HHTepPeiic. 

- [enepalua KOMaHy: allIropuTM reHepripyeT KOMaHy Ha OCHOBe BBOJHMBIX IOJIb30BaTeJICM JAHHBIX. 
Komanjja CTpyKTYpHpOBaHa B COOTBETCTBHH C HCIIOJIb3YCMBIM IIPOTOKOJIOM CBA3H. 

- besonachas Tepeyaya: creHepHpoBaHHad KOMaHla Oe30MacHo TepesaeTca B YMHY10 poseTKy. CBa3b 
wiMdpyetca, 4To oOectieunBaeT KOHUACHIUMAJIbHOCTH UM WesIOCTHOCTb KOMaHJIBI. 

- OOpaboTka KOMaHA: TOyYHB KOMAHy, aIropHTM yMHO po3eTKH OOpadaTEIBaeT ee. Komanya 
aHaIM3UpyeTca JIA OMpeeNeHUA JeUCTBHA, 3alIPOLWCHHOTO MOJIb30BaTeJICM. 

- Banmyauna wu aBTopH3altva: aIropHTM poBepseT KOMAaH,Y, 4TOORI yOeUTBCA, YTO OHA 
COOTBETCTBYeT IIpaBHJIaM Oe30MacHOCTH UM aBTOpU3alHMH. OH MpoBepsAeT, ABTOPH3OBaH JIM MOUb30BAaTCIb 1A 
BBIMOJIHCHHA YyKa3aHHOTO elHCTBHA WM COOTBeTCTByeT JIM 3allpoc KaKHM-JIMOO pesormpeyeueHHbIM 
orpaHH4eHHAM WIM paciincaHuaM. 

- BpmosmHenuve TeicTBud: ec KOMaHa J[eHCTBUTeIbHa UH aBTOPH30BaHa, aITOPHTM TepexoAHT K 
BBIMOJIHCHHIO YKa3aHHOTo JelictBua. Hampumep, ec KOMaHJja COCTOMT B TOM, 4TOOBI BKJIIOUHTb PO3eTKY, 
aJITOPUTM aKTHBUPyeT pede, Mpollyckad 3IeEKTPH4eCKHH MOTOK K MOAKIIIOUCHHOMY YCTpolicTBy. 

- OOpatHasd cBA3b UM MOATBeEpKAeHHe: MOCIe BbIMOJHeHUA JeHCTBUA alIrOpUTM reHepupyeT OTBeETHOe 
cooOujeHve. OTO coobOmjeHHe oOOecreyMBaeT OOpaTHy!O CBA3b C MOIb30BaTeJIbCKHM HHTepdelicom, 
HOATBepK Lad, YTO WeiicTBUe ObIIIO BBIMOJIHCHO YCIIeMIHO. 

- OOHOBJIeHMe CTaTyca B PexKMMe peasIbHOrTO BPCMeHH: TOMHMO TOATBepKAeHHA, aITOpHTM yMHoii 
PO3eCTKM OOHOBJIACT COCTOAHME YcTpOlicTBa B pexKUMe peasbHOrO BpeMeHu. Ec po3eTKa Oblia BKIIOUeHA, 
9TO H3MeHeHHe OyeT OTpaxeHo B cTatyce. [lomb30BaTeIM MOryT IIpOCcMaTpuBaTb OOHOBJICHHOe COCTOAHHE 
yepe3 MOJIb3O0BaTeIbCKHH HHTepdeiic. 

- OOpadoTKa owMOOK: HayexKHbIe MeCXaHH3MbI OOpaOoOTKH OWIHOOK HCHONb3yIOTCA WIA pelieHHa 
MOTCHUMAJIbHBIX IpoOsIeM, TakKHX Kak COOH B paOoTe ceTH WIM COon cBa3H. OmmmOKH perucTpupyroTca B 
WMarHOCTHYecKHX WeAX HU, MpH HeOOXOAMMOCTH, TepesaloTcA B MOWb30BaTeIbCKMM WHTepdelic WIA 
HHPOpMUpoOBaHHA MOJIb3OBaTECIA. 

- YueT 3aepxKKU: aITOPHTM YYMTbIBAeT 3aepxKKU Ip Mepeyzaye KOMaH], VM MOJyYCHHM OTBETOB. 
YMeHbUeHHe 3aepxKKH TapaHTupyeT, 4TO B3aHMOJeHCTBHe NMOb30BaTeIA C YMHOM po3eTKOM OyyzeT 
MaKCHMAaJIbHO IIpHOMKeHO K peasIbBHOMy BpeMeHH. 

- CHHXpoHu3alHa C paciivcaHuAMH: aITOpHTM yaIeHHOro yipaBIeHHA TakoKe KOOpAMHUpyerca Cc 
(PyHKUMAMM AaBTOMATH3aHN UW TWianHupoBanua. Ec evicTBuve MOub30BaTeIA BCTYMaeT B IIpOTHBOpedHe Cc 


© 2023, CAJMTCS | CENTRAL ASIAN STUDIES www.centralasianstudies.org ISSN: 2660-5309 | 67 


CENTRAL ASIAN JOURNAL OF MATHEMATICAL THEORY AND COMPUTER SCIENCES _ Vol: 04 Issue: 12 | Dec 2023 


IipeqormpeesIeHHbIM paciiucaHnem (HallpuMep, BbIKJIIOUeHHe YCTPOcTBAa, KOTOPOe JOJDKHO ObITb BKJIIOUCHO), 
aJITOpuTM OOpabaTEIBaeT CHTYallHIO COOTBETCTBYIONIHM OOpa30M. 

- YBeJOMIICHHA MOJIb3OBaTeeH: B CuLydadx, KOra KOMaHbI BbINIOJIHAIOTCA YHaIeHHO (HallpHMep, 
Kora OJIb30BaTeIb HAaXOJMTCA BaIM OT OMA), AJITOPHTM MO2XKeT OTMpPaBJIATb YBeOMJICHHA B 
MOJIb3OBaTeIbCKHM HHTepPelic Wiad NOATBep»KeHHA TeMcTBUA. 

- Wuterpauua rouocoBoro yiipaBJIeHHA: HeKOTOPbIe YMHbIe PO3CTKH MOD Tep%KUBAHOT TOJIOCOBOe 
ylipaBsieHHe Yepe3 Take TyIaTdopMbI, Kak Amazon Alexa umm Google Assistant. AnropuTM JOJpKeH ObITB 
COBMECTHM C 3THMH HHTerpallHAMH, NO3BOJIAA MOJIb3OBaTeIIAM YUPaBIATb PO3CTKOM C MOMOLIbIO FOJIOCOBbIX 
KOMaHA. 

AJIrOpHTM JMCTaHWMOHHOTO yiipaBJIeHHA MO3BOJIAeCT TMOUb30BaTeIAM YyOOHO u 9¢deKTHBHO 
ylipaBJIATb CBOHMU YMHbIMH PO3eTKaMH. OH UrpaeT 2*KM3HCHHO BaxKHYIO POJIb B OOecIIedeHHN JOCTyMHOCTH 
OMallHeH aBTOMATH3alHH, He3aBHCHMO OT TOFO, YIIPaBJIAIOT JIM MOJb30BaTeIM IpHOopaMu, He BCTaBad C 
JMBaHa, WIM yaIeHHO yIpaBsJIAIOT CBOMMH YCTPOMCTBaMH, HaxOJACb BAI OT JOMa. braroyapa Oe30nacHbIM 
HW OT3bIBYHBbIM BO3MO2%KHOCTAM JMCTaHIMOHHOrO yiipaBJICeHHA YMHBbIeC PO3CTKH MOBbIMIAIOT yOOCTBO 
3HeprosdeKTHBHOCTb B COBPCMCHHOM YMHOM JjOMe. 


5. OOpaboTKa KoMaH: 

Tlomyaus KoMaHJy, asiropHTM HHTeplipeTupyeT 3alpoc, mpeoOpa3yeT ero B CHTHasI WIA yupaBleHHA 
peje MW BbINOJIHAeT OlepalM1o. OTO rapaHTMpyeT, 4TO poO3eTKa MpaBWJIbHO pearMpyeT Ha KOMaHJbI 
TIOJIBSOBAaTCJIA. 


6. ABTOMAaTH3a\HA H WaHHpoBaHne: 

YMubIe pO3CTKH UMCIOT BO3MO%KHOCTH aBTOMATH3alHH. AJITOPHTMbl JOJDKHbI TMO3BOJLATb 
TIOJIb30BaTeIAM YCTAHaBJIMBaTb lIpaBusia paOOTbI pO3CTKH B 3ABHCHMOCTH OT BPeCMeHH, aHHbIX TaTAMKOB 
(ecuIM OHM MMeroTcA) WIM Apyrux daxTopos. Hampumep, Mob30BaTeIM MOTyYT 3allIaHHpOBaTb BKIIOUCHHe 
PO3eCTKH B OMpeyesIeHHOe BPeMA KaxKD0e yTpo. 

Be3ycsIOBHO, asIrOpHTM aBTOMATH3alMH UW IWWlaHHpOBaHHAa B YMHOM pO3eTKe ABJIACTCA 
(PyHAaMeHTaIbHbIM KOMIIOHCHTOM, KOTOPBIM MO3BOJIACT MOJIb30BaTeIAM CO31aBaTb paciiMcaHHua UM WpaBnsia 
aBTOMATH3alHH JIA yiipaBeHHa CBOHMM ycTpoiicTBaMH 6e3 pyyHoro BMeLlaTesbcTBa. AsIrOopuTM 
aBTOMATH3allHH VW WJIaHHpOBaHHAl JIA YMHBbIX PO3CTOK 

- [lomb30BaTesIbcKHH BBO HM HaCTpoOlika: aJIrOpHTM HayMHaeTCA C MOIb3OBaTeCJIbCKOrO BBOa UH 
HacTpolikn. [loub30BaTesM OOBIMHO MOJy4aIOT JOCTYM K STON PyHKUMM Yepe3 MOOMIbHOe NpHIO%KeHue WIM 
Be0-nHTepdeiic. Momb30BaTesM OnpeseAIOT paBusia U paciiMcaHHA B 3AaBHCHMOCTH OT CBOMX IIpeqnouTeHHit 
wu oTpeOxuoctei. 

- OnpeyeneHve TpaBvsia: NOb3O0BaTeIM CO3LakOT MpaBusia, KOTOPble MKTYIOT, KaK YMHad po3eTKa 
WOJDKHa BecTH ceOs B OMIpeyeueHHbIX CleHapuAX. [IpaBusia COCTOAT M3 YCIOBHBIX OllepaTOpoB HU JelicTBui. 
Hanpumep, «Ecam spema 7:00 yrpa, BKJIOUTe po3eTKy»». 

- Hactpofika pacnMcaHHd: MWIlaHHpoBaHve MO3BOJIAeT MOJIb3OBaTCJIAM yKa3bIBaTb, KOra eHCTBUA 
JOJDKHbI BbITOJIHATBCA Ha peryapHol ocHoBe. [loub30BaTeM ONpeeAIOT pactiMcaHHA Ha OCHOBe Hel 
HeJeIM, OlIpeesIeHHOrO BPCMeHH WIM Apyrux KpHTepveB, OCHOBaHHbIX Ha BPeMeHH. 

- Banmyalua mpaBvi: alropuTM MpoBepsxeT MOb30BaTeIBCKHe T1paBHsia, UTOOLI yOeAMTbCA, UTO OHM 
COOTBETCTBYIOT 3afaHHOMy opmMaTy 4 BbMOHHMBI. HeyomycTuMble mpaBusia MoMeyualoTcA, U 
I1OJIb30BaTeJIbBCKHM HHTepelic, Kak TpaBusIO, MOyuaeT yBeOMJICHHe. 
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- Vuterpauua c uacaMv peasIbHOrO BpeMeHH: yMHad po3eTKa OCHAallaloTCA MOYIAMH 4acoB 
peabHoro BpeMeHH (RTC), KoTopble MOMOratoT CJIeqUTb 3a BpeMeHeM. AsIropHTM uHTerpupyetca c RTC, 
4TOObI OOeCIeCUHTh TOUHOe BPeMA JVIA 3alLIAaHHPOBAHHBIX JeicTBuH. 

- AKTHBAlHA WpaBusia: aIrOpUTM OTCIIeKMBACT BPCMA UH YCIIOBHA, TOOK! OMIpeAeMMTS, KOr a IpaBuso 
JOJDKHO ObITb aKTHBUpOBAHO. ITpu BEMIOJIHCHHM YCIOBH 3allycKaeTCA COOTBETCTBYIOLI ee WelicTBHe. 

- Onpeyesenne JelicTBuA: Ha OCHOBe AKTHBHOrO TpaBiisla alIropuTM ompeyesAeT WelicTBue, KOTOpoe 
HeOOXOZHMO BbITIOJIHHTb. ITO MOXKECT BKIOUATb B CeOA BKIIOUCHHE WIM BIKIIIOUCHHe PO3CTKH, yCTAHOBKY 
olpeeseHHOrO paciiMcaHHA WIM 3allycK OlpeyeueHHoro COOBITHA. 

- PesleiHoe yipaBJieHve: asIrOpHTM TepeBOAHT AeHCTBHe B YIpaBJIAIOWIMH CHrHaI WA peste, KOTOpoe 
(bu3H4eCKH yipaBAeT MOMavei WHTAaHHA Ha PO3eTKy PO3eTKH. 

- OOHOBJIeHHe CTaTyca: MOCIe BbIMOJHeCHHA JeicCTBUA Ha OCHOBE IIpaBMJia WIM paciiMcaHuad asropuT™M 
OOHOBIIAeT COCTOAHHe ycTpolictBa. CocTosHHe W3MeHACTCA B COOTBETCTBHH C TeKYIMM COCTOAHHeM, 
rapaHTUpyA, YTO MOb3O0BAaTeIIM MOFyT ObICTpO yBUAeTb paOoTy ycTpoiicTBa. 

- YBeOMIICHHA MOUb30BAaTeIeH: aITOPHTM MOXKET OTUPaBIATb YBCJOMJICHHA B MOJIb30BaTeJIbCKHH 
uuTepdelic WIM MOOMIbHOe TpHIOKeHHe MOTb30BaTeIA, YTOOLI MHOPMUPOBATb ero OO AKTHBALH NpaBUsl 
HW COOBITHAX, CBA3AHHBIX C pacliMcaHHeM. YBeOMJICHHA MOFyT COAepxKaTb KpaTKylO HHMPOpMaLIHt0 O TOM, TO 
MW KOra WpOv30WIJI10. 

- OOpadoTkKa OWMOOK: JIA peleHHA IIpoOOIeM, KOTOpbiIe MOrYT BO3HHKHYTb BO BPeMA ABTOMATH3allMH, 
HCHOb3YIOTCA HaexKHbIe MeXaHH3MbI OOpadoTKH owMOoK. Hampumep, ecm mpaBHIO He BbITOIHACTCA, 
aJITOpHTM peructpupyeT OWMOKy B WHarHOCTH4eCKHX LesAX. 

- Ilepeompeyenenue pydHbIxX KOMaHJI: CCIM KOMAaHJIbl, BbIMOJIHACMbIC BPYAHYIO, KOH(IIMKTYIOT C 
TipeqompeyeueHHbIMH TpaBMlaMH WIM paciiMcaHHAMH, aITOpHTM MOXKeT TMepeompeyeiHuTb KOMAH/B, 
BBIMIOJIHACMbIC BPYYHYIO, ATOOLI OOECHCUNTS COrIACOBaHHOCTb aBTOMATH3al[HH. 

- Vuterpaiua c qaTuuKaMu: ecw yYMHad po3eTKa BKOUAaeT B CeOA WaTUHKM, Take Kak aTUHKU 
JIBYOKCHHA WIM OCBCMICHHOCTH, aJITOPHTM MO2%KET BKIIOUNTS aHHBbIe C ITHX TATAMKOB JIA 3allycKa evicTBui. 
Hampumep, BKIOUeHHe CBeTAa B pO3eTKe IPH OOHAPYKeHHH JBMKCHHA. 

AJsIrOpHTM aBTOMAaTH3al[MH HV IIaHHpOBaHHA MO3BOIIACT MOJIb3OBATCIAM CO31aBaTb HH MBUyasIbHBIe 
paciivcaHua WM WpaBysia DId CBOHX YMHBIX pO3eTOK, OOecteuMBaad OosIee BbICOKHH ypoBeHb yoOcTBa, 
39HeprospdeKTHBHOCTH UM TWepcoHasIM3allMH CBOMX YMHBIX JJOMOB. ITOT aJIrOpHTM rapaHTupyerT, 4YTO yMHBIe 
PO3CTKM MOTYT BBIMOJIHATL 3apaHee OMpeyeseHHbIe WelicTBuA B HYKHOe BPeMA HV B HYKHBIX YCIIOBUAX, 
oOecneunBasa OecriepeOolinyro u JerKyro paOoTy AIA MOb30BaTeseH. 


7. OOpadorka ommOoKk: 

HajlexHble aIropuTMbI OOpaboTKH OLIMOOK pellaroT Take mpoOsJIeMbI, Kak TlepeOou B paOoTe ceTH, 
OTKIIOUCHHA YCTPOUCTB WIM KONeOaHHA HalilpsKeHuA. Peructpalua OMMMOOK B WMarHOCTMYeCKHX eax U 
IipeqoctapleHve oOOpaTHOM CBxA3H TMOJIb30BaTeJIbCKOMY MHTepdelicy yyullaloT B3aHMOelcTBHe Cc 
IIOJIbB30BaTeJIeM. 

O6paOotka ommMOoK ABIIAeTCA BaxKHeEMIIMM aciieKTOM JOOOrO MporpaMMHoro OGecrieyeHHA WIM 
ycTpolicTBa, BKIO“ad YMHbIe po3eTKH. OH obecrieuHBaeT V3A[HOe yilpaBleHHe HelpexBUeHHbIMU 
CHTyallMaMu, OOecIeunBad HaexKHbI U Oe30MacHbIif MOb30BaTeIbCKMH OTBIT. 

AsIropuTM HaywHaetTca C CHCTeEMaTHYeCKON perucTpallHu OWIHMOOK, BOZHUKAIOWIHX BO BpeMA pacoTEl 
YMHOi po3eTKH. Kaxkqoe coObiTHe OWMMMOKH 3allHCbIBaeTCA BMECTE C COOTBETCTBYIOLel HHMopMalnen, Tako 
KaK BP€MA BOSHHKHOBCHHA, XapakTep OWIMOKH H JOObIe CBA3AHHBIe C Hei JAHHBIe. 
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OumOxu xkaccudulMpyrotca TO KaTeropHaM, 4TOOBI MOMO4b OMpeseHTb THM BO3HUKIUIel 
TipoOsempl. K pactipoctpaHeHHbIM KaTeropHaM OWMMOOK OTHOCATCA ceTeBbIe OMMOKH, COOH MpoBepKUu 
MIO JJIMHHOCTH MH IIpoOsIeMbI C OOOpyOBaHHeM. 

OmnOKaM IIpHcBavBaloTCA ypOBHM Cepbe3HOCTH, YykKa3bIBalolllMwe Ha WX BJIMAHHe Ha CHCTeMy. 
THIMYHBIe YPOBHU Cepbe3HOCTH BKJIIOUAIOT: 

Kputnyeckuit: Ceppe3Hble mpoOsleMbl, KOTOpble MOTyT IIpHBeCTH K HeHCIIpaBHOCTH YMHOM po3eTKH 
WIM CO3aTb yrpo3y OesomacHocTH. 

OmmOxa: Hexputuyeckue mpoOsieMbl, BIMAIOWIMe Ha (YHKIMOHAJIbHOCTh, HO He MpeyCTaBAIOWMe 
HenlocpeCTBeHHOL OmacHocTH. 

IIpenynpexyenue: IIpoOmemsi, KoToppie cyieqyeT OTMeTHTb, HO KOTOpbIe He BIJIMAIOT Ha 
(PyYHKUMOHAJIBHOCTB. 

Vndopmanna: Coodmjenua, He coyepxKalHe OMMMOOK, KOTOpbIe MpeOCTaBIAIOT JOMOIHUTCIIbHBIC 
CBeeHHA JIA HarHOCcTuKH. 

B cmyyae KpHTM4eCKHX WIM Cepbe3HbIX OWIMMOOK asIFOPHTM MOXKeT OTIMPaBIIATh HeMeJICHHBIC 
YBeOMJICHHA B MOJIb3OBATCIBCKHM MHTepPeiic WIM MOOMIbHOe TIpHIO%KeHHe MOb30BaTeIA. YBeTOMIICHHA 
HHPOpMupyioT TOub30BaTeeH O MmpoOseMe WH MOryT cOfepxKaTb HMHCTPyKUMM TO ee ycCTpaHeHuIo WIM 
oOpallleHHto B cIyKOy NOWepxKKU. 

J\ia HeKpuTH4ecKHx OWMOOK alropuTM oGecreuuBaeT OOpaTHYy!O CBA3b C TOJIb30BaTeJIbCKHM 
HHTepPeiicom, yBeXOMIIAA MOUb30BaTeel O TpoOsemMe. OOpaTHad CBA3b MOXKET BKIOUAT BCIVJIbIBAIOMHe 
COOOMICHHA WIM MH MKaTOpbl COCTOAHHA, TapaHTUpysA, TO MOb30BaTeIM OyAyT B Kypce cHTyaluu. 

B HeKOTOpbIX CJLy4adxX aJITOPHTM MIbITAeTCA BOCCTaHOBUTbCA Tocwe OWMOOK aBTOMaTHYeCKH. 
Hampumep, ecu ceTeBoe coeqMHeHHe BPeCMeCHHO MOTepAHO, YMHad PO3CTKA MOXKET MOMMbITATbCA MOBTOPHO 
TIO AKIIOUNTECA, perk ye 4eM COOOLMIMTE OO omMMOKe. 

AsIropHTM coOupaeT MarHocTH4ecKyIO MH(OpMallHio, CBA3aHHYIO C OIMOKaMM, TaKylO Kak 
CHCTeMHBIe %KypHaJIbl, CBeECHHA O CeTH UM WaHHble AaTUMKOB. Dra HHMopMallMA MOMe3Ha WIA OTAKU U 
ycTpaHeHHa HemosaoK. 

Jf BPCMCHHBIX OLIMOOK aITOPHTM MOXeT BKIIOUaTb MCXaHH3MbI MOBTOPHBIX MOMmbITOK. Harpumep, 
ecJIM KOMaHJJa 3aBepliiaeTca COOeM H3-3a BPeMCHHOM MpOOeMBI C CeTbIO, aJITOPHTM MO2KeT aBTOMAaTH4eCKH 
IIOBTOPHTb KOMaHIy. 

AJsIrOpHTM MOXKeT UMeTb PYHKIMIO OTYCTOB, KOTOPad MO3BOIACT MOb3OBATCIIAM MOUYUaTb JOCTYI K 
*KypHaslaM OWHMOOK MW WHarHocTH4eckKON HHMOpMalHu. ITO MO2*KeT MOMOYS MOb30BaTEIAM B BbIABJICHHH VU 
yCTpaHeHu MOBTOPAIOMIMXCcA IpoOseM. 

B ciyyae ommmO0K, CBA3aHHBIX C JJAHHbIMH (HalIpuMep, NOBpexTeHHe HIM WOTepaA JaHHBbIX), alIrOopHTM 
OOecIeuMBaeT IeIOCTHOCTb JA@HHBIX C TOMOLL[bIO KOHTPOJIBHBIX CYMM HWJIM MCXaHH3MOB pe3epBHpoBaHHA. 

B cyly4ae BOSHUKHOBeHHA CeTeBOM OLIMOKH asIrOpHTM BKIHOUAeT B CeOA CTpaTerHv BOCCTAHOBJICHHA, 
TakHe Kak IOBTOPHOe MO AKIIOUeHHe K CeTH WIM MepeKIIOUeHHe Ha aIbTepHaTHBHBIM CeTeBOM HCTOUHHK, eC 
TaKOBOH MMEeTCHA. 

Ecmm omm0ka cBa3aHHa C Oe30MacHOCTBIO, aJITOPHTM MO2KeT HHMUMMpOBATb MpesornpeyeseHHEIe 
MepbI Oe30lacHOCcTH, TaKHe KaK BDpeMeHHad OOKHpOBKa ycTpolicTBa HIM lmpesympexyzenue 
aJIMHHUCTpaTopos. 

VI ecu ommOxKa cBa3aHa c mpoOsemMamu co BcTpoeHHbIM TIO usm mporpaMMuHbIM oOecriedeHHeM, 
QITOPHTM JOIDKeH TOA WepxKUBaTb OOHOBIeHHA BCTpoeHHOrO TIO Aya yctpaHeHua MpoOseM, CBA3AHHBIX C 
IIporpaMMHBIM OOecrieyeHHeM. 

AJIrOpuT™M OOpadoTKH omMMO0K — 9TO pa3BHBaIOUIMiicd KOMIMOHeHT, HM pa3pa0oTaHKH MOCTOAHHO 
paOotTaroT Hay ero yIyaMIeHHeM Ha OCHOBE OT3bIBOB MOJIb30BaTeeH HM BOSHUKAIOMHX IpoOseM. 
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HayexHblit aroputTm oOpaboTKH ommHO0K HeOOxoO AMM JIA OOecIIeUeHHA HayjexKHOCTH U Oe30macHocTH 
YMHBIX PO3e€TOK. DTO He TOJIKO yiIy4laeT MOb3OBaTeNbCKHM OFIbIT, HO HM ClOCOOcTByeT OMTOCcpouHOH 
IPOW3BOAMTeIbHOCTH UM Oe30NacHOCTH 3TUX yCTpolicTB. DddekTUBHO BBIABIIAA, KaccHpuuupysA M yctpaHaa 
OIIMOKH, YMHbIe pO3CTKH MOryT OOecrIeunTb GecriepeOoitHyro U OecliepeOoliHy!1o paOoTy yMHOTO Joma. 


8. OOHOBIeCHHA NPOWMBKH: 

Oonopienua BcTpoeHHoro TIO HeoOxogzMMbI Aa WoOaBeHHA HOBbIX (PyYHKUMH, MOBbILNeHHA 
Oe30MacHOCTH HW HcipaBseHHa OWIMOOK. ANTOPHTMBI JOJDKHbI MOA epxKUBAaTb OOHOBJICHHA 110 OecIIpoBO AHO 
ceTH, rapaHTupys, YTO YMHad pO3eTKa OCTaeTCA AKTYAJIbHBIM. 

OonosBneHua BcTpoeHHoro ITO umeroT peliaroliee 3Ha4eHHe JIA NOW epxKaHHA WHTeIWICKTYAJIbHBIX 
ycCTpoiicTB, TaKUX KaK YMHBIe pO3eTKH, B AKTYaJIBHOM COCTOAHHM C HOBeMIIMMH (PyHKUMAMH, McipaBsieHvaMu 
Oe30MaCHOCTH HM UCIIpaBICHHAMH OWHOOK. 

AJIrOpHTM OOHOBJICHHA TIpOWIMBKH TapaHTMpyeT, YTO YMHbIe PO3eTKH OCTaHyTcaA Oe30MacHbIMH, 
Hajl@KHBIMM WM OCHaLeHHbIMH HOBeHMMIMMH (yHKUMAMH, VW yyumeHnamu. On BKIIOUAaeT B CeO pa3zsIM4HbIe 
MepbI Oe301acHOCTH, Take Kak pe3epBHOe KOMMpOBaHHe H IIpOBepKH, YTOObI CBECTH K MMHUMYyMY PUCK COoeB 
B padote oOnoBNeHHH. IloaqyepxuBad MpowWIMBKy B aKTyaJIbBHOM COCTOAHHH, YMHbIeC pO3CTKH MOryT 
IpoouKaTb oOecreunBaTs Oe3onacHbiit UH 3PeKTHBHBIM MOb3OBaTCJIBCKHM OMIT B paMKax Oosiee WIMpoKoli 
SKOCHCTEMBI YMHOYPO J1OMa. 

II[porpammuoe o6ecneueHne YMHBIX PO3eTOK. 

Hactosulat Marva yMHBbIX pO3eTOK 3aKIIOUaeTCA B MX IMPOrpaMMHBbIX BO3MO2KHOCTAX: YMHbIMU 
PO3CTKAMH MOX%KHO YiipaBJIATb HCTaHIMOHHO Yepe3 ciielMasIbHOe MOOMJIbHOe MIpHIOKeHHe. ITO MO3BOJIACT 
BKJIOUATb VM BIKIOUATb YCTPOlcTBa H3 JOOOTO MecTa, rye ecTb MOAKIOUeHHe K MutepHerty. B MoéM cityyae 
A MCHOJIb3OBaIa UpHow*KeHHe blink, c MOMOLMIbIO KOTOPOrO CHOKOMHO MOAKIIOUAIOCb K MOeH YMHOL po3eTKe 
HW yupaBsIArO ero C WHOOOH TOUKH Mupa. (PucyHoK4) 


Pucynok 4. BuewiHuii BUA yupaB.eHHaA yMHO po3eTKO “epe3 IpHiox*KeHHe Blink. 1). Buy 
yupaBJieHHaA YMHO poseTKoii B pexume “Off” -ynpaBsieHve PHJILTPOM JIA BOLI. 2). Buy ynpaBsienna 
YMHOi po3eTKoii B pexume “Off” -ynpaBseHne BbITHKKO BO3,yxa 


Bpl MoxkeTe CO31aBaTb paciiucaHHa [Id CBOeH YMHOM pO3eTKH, ABTOMATH3MpyA, Kora yCTpolcTBa 
JOJDKHBI ObITb BKJIIOUCHBI. ITO OTIMYHO NOAXOLMT Jia 3HeprospdekTHBHOCTH U Oe30racHocTH. (puc.5.) 
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PucyHok 5. Buy BKN04UéHHOrO TaliMepa BpeMeHH pH padoTe MUJLTpa IA BOLI, KOTOPbIii 
NOAKIO4UEH K YMHOH poserke. 


Vuterpata c rosiocoBbIMH MOMOMIHUKaMH, TakKuMu Kak Amazon Alexa, Google Assistant, Amuca u 
TIP MO3BOJIAIOT HCIIOIb30BaTb TOJIOCOBbIe KOMAHJbI JIA yiIpaBsleHHa yMHOM po3seTKoH. B Moém ciryyae 4 
YCIOIb30BaIIAa FOJIOCOBY!IO CTAHIMIO «AJIMCa» Ip ypaBsIeHHH YMHOM po3eTKOH. 

YMHbIe PO3CTKH YaCTO TIpeOCTaBIAIOT WaHHble O MOTpeOMeHHH ZHEPrHu B pexKHMe peallbHoro 
BPeMeHH, MOMOrad BaM TOHATb, CKOJIBKO 3HEPrul MOTpeOMAIOT Ball yCTpolicTBa. 

Vuterparua IFTTT: copmectumocts c If This Then That (IFTTT) no3Bomsert co3qaBaTb COOCTBeHHbIe 
lipaBisia ABTOMATH3alIMH, BKIIOUAIOLIHe Ballly YMHY!O PO3eTKY HU pyre MHTeIJIeKTYaIbHbIle YCTPOMCTBA. 

Muorve yMHbIe pO3CTKH OCHALIeHbI BCTPOCHHBIMM (yYHKIMAMU Oe30MacHOCTH, TaKHMU Kak 3all{MTa 
OT lleperpy3KH HM BO3MO2%KHOCTb OTKIIOUCHHA WMTAaHHA B Cylyuae IIEKTPH4eCKHX AaHOMAaJINH. 

B MOEM cilyyae yMHas po3eTKa MIpeKkpacHoO yipaBJIAeTCA C MOMOMIbIO TIpHIOHKeHHA, C MOMOLIbIO BeO 
uutTepdelica c HellocpeCTBeHHEIM ToyKOUeHHeM K IP aypecy ycTpoiicTBa HW C MOMOLMIbIO MexaHHuecKHx 
KHONOK yupaBJIeHHA, KOTOPble NOAKIIFOUCHbI K YMHOH po3eTKe (puc.6., puc.7.) 


A / 


9 > > 2 o 9 


Oy = % @ 


PucyHokK 6. KHonkH mMexaHH4ueckoro youpaBJIeHHiA BKJTOUCHHOM HW OTKJIIOUCHHOM peoKHMe 
(“HaMKaTop KpacHoro IBeTa O3HAYaeCT ATO WHTaHHe BKJIIOUeHO) 


Jd 
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PucyHoxk 7. I[pouecc BEIN0JIHeHHA TporpaMMBI. 


OGdnOBeHHA NPOWMBKH H Oe30NacHOCcTb 
YMuble pO3eTKH YacTO MOUyIaIOT OOHOBIICHHA MPOWHBKU JIA MOBbIMeHHA PYHKUMOHAIbHOCTH UH 
Oe3onacHocTn. I[pon3BogquTesM peryiapHO BBIMTycKaloT OOHOBICHHA Id yCTpaHeHuA ya3BUMOCTei U 
yIy4WleHHA COBMCCTHMOCTH C HOBbIMH yCTpOlicTBaMH u IWIaTpopMamu. OdecrieueHue akTyasIbHOCTH 
IIPOWIMBKH Balle yMHOM po3eTKH MMeeT BaxKHOe 3HAYeHHe JIA WOTWep»xKaHuA OezonacHoro HU 9deKTHBHOTO 
YMHOTO JJOMa. 
B moeii yMHoit po3eTke 4 peaM30Basia cheayromlMe (PyHKUMU: 
e Peanu30BaHa padoTa B pexkHMe TOUKH JOCTyla - HeOOXOAMMO JIA HaCTpolikH MapamMeTpoB 
WiFi - «[Joqkmrouenne kK WiFi poyrepy» (epexoy, B pexKHM TOUKH JOCTyMa OCYLeCTBIIACTCA 
yep»KaHueM JIrO0o H3 KHOMOK Ha 2 CeKyHbI H OoNee, AMA TOUKH ZocTyna «WiFi», Bxo] 6e3 
nlaposa, IP aypec crpaHH4ku B pexkuMe TOUKH Aoctyma «192.168.4.1»). 
e PeaM30BaH MIpoTOKO) OOHapyxKeHHA ceppucoB SSDP - aura. Simple Service Discovery 
Protocol. B cereBoM OKpyxKeHHH MO2KHO yBUeTb JaHHOe yCTpOlcTBo, HM pH HaxkaTHH Ha 
3Ha4OK BbITH Ha CTpaHwuky KoHdurypaunn. To ecTb B JaHHOM Cylyyae BbIXO]| Ha CTpaHHuKy 
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ocyllecTBIaeTcaA Oe3 MpeyBapuTesbHOrO BbIacHeHHA IP ampeca ycTpolicTBa, KOTOpbIii 
IlepHOAM4eCKH MeHAeTCA POYTepOM (H3MeHAeTCA PpOyTepoM). (puc.7.) 


w® > Cet 


v Aipyrue yctpouctgBa (2) 
\joctyn 


¢ Bi Living Room 1_0470 Be KyxHa 
# 


PucyHok 7. OOnapyxKenne ycTpoicTBa <yMHas po3eTKa» 6e3 BLIncHeHUA IP aypeca ycrpoiicrTBa. 


e Peamn30BaH WEB untepdeiic (puc.8.) 


A Hebescrace 192.168.1.2 


Koxcburypauma ycTpovictea 


KYXHH 


Hlonkmovenne « WiFi poyTepy 


Hore 26/38 Turon 


Yacogok nose GMT 


Ceroamn §.04.2022, BropHmk 


Ha ycTpoOncTBe CeWMac 22:40:27 


Touxa doctyna 


Pucynoxk 8. Web nntepdeiic yMHoli poseTKu. 


e PeamM30BaHO OOHOBIIeHHe aTbI/ BpeMeHM Kak 43 cepBuca BLYNK, Tak vu u3 CTOpOHHUX 
ceppucos NTP cepsepos «pool.ntp.org/ ru.pool.ntp.org». U3n02%xeHHOe IpeqycMoTpeHo JIA 
Tocueqyroulero pactuupeHua (yHKUMi ycTporicTBa. 

e PeasM30BaHoO yasleHHoe OOHOBJICHHe MIpOWIMBKH YCTpolicTBa 43 web uHTepdelica 
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e Ilporpammubii ko pearw30BaH B UpHioxeHHH ARDUINO IDE v1.8.13, «351K 
lIporpammuposanua C/C++ 


OTH WporpaMMHBbIe BO3MOXKHOCTH MO3BOJIAIOT MOJIb30BaTeJIAM HaCTpaHBaTb CBOH YMHBIe€ pO3eTKH B 
COOTBETCTBHH CO CBOHMH KOHKpeTHBIMHM TOTpeOHOCTAMM UM TpesMouTeHuaMH. byyb TO yipaBleHue 
9HepronoTpedseHHeM, yAOOcTBO WIM MOBbIMIeHHe Oe30lacHOcTH OMa, TIporpaMMuHbie (yHKUMH YMHBIX 
PO3eTOK HIparoT KIOYeBYIO POJIb B CO32aHH YMHOM MW B3aMMOCBA3AHHOK JOMalliHel CpeJbl. 


3ak04eHHe 

IIporpamMupopaHve MMKPOKOHTpOJWIepOB ABJIACTCH Ba@KHBIM aciieKTOM  pa3pa0oTKH 
(PYHKUMOHAIbHOCTH MHTCIWICKTYAIbHbIX po3eTOK. BsrOop MeTOa HW A3bIKa IIpOrpamMMHpoOBaHHA MOXKET 
CHJIbHO TIOBJIMATb Ha MIPpOM3BOJHTCJIBHOCTh H BO3MO%KHOCTH Ballero yCTpOCTBa. 3}eCb MbI paCCMOTpHM 
HEKOTOPbIe PaclipoCcTpaHeHHble MeTOALI U AZbIKH IpOrpaMMHpOBaHHA MUKPOKOHTPOJWIeCpOB, a TaKKe UX 
IIPeHMylecTBa MW HEOCTATKH: 

BuilOop MeToya IporpaMMupoBaHHA Vi A3bIKAa JIA MAKPOKOHTpouepa Bailie YMHOM PO3eTKH 3aBHCHT 
OT KOHKpeTHBIX TpeOoBaHHit Balllero TpoekTa, BallerO ypOBHA 3HaHHii WM %KeaeMoro OalaHca MexK]y 
IIpocToTon pa3spaOoTKH MH MpOv3BOAUTeIbHOCTBIO. BO MHOTHX CLy4adX MOXKET MCIO3OBATbCA KOMOHHALMA 
A3bIKOB H HHCTPyMeHTOB, Halpumep, C/C++ Id HH3KOYpOBHEBOrO alllapaTHOrO yipaBsieHHa u Python 1a 
JIOTHKH TIpHIOx%*KeHU Oosee BBICOKOTO ypoBHa. B KOHeYHOM CueTEe, paBHJIbHbIM MeTOA WporpaMMupoBaHHAa 
JOJDKEH COOTBETCTBOBATb LeJIAM HU OrpaHH4eHHAM Balllero poekTa. 
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